Bomnpocs! k TecTy A5 3a4eTa M0 Kypcy
«OCHOBBI ceTeBbIX TEXHOJIOTMI M 3aIUTHI HH(POPMAaLK

JlaiiTe MOHATHE 3aUUIIaeMOi HH(OpMAIIH
JlaiiTe MOHATHE 3aUIUTE UHPOPMALUU
Jaiite moHsATHE YPPEKTUBHOCTH 3aLIUTHI HH(OpPMALIUN
JlaiiTe MOHSATHE CUCTEMBI 3aLUTHI HH(OPMAITIH
JlaiiTe OHSATHE CPEICTBA 3aIIUTHI HH(POPMAIUN
JlaiiTe OHSATHE Yrpo3bl 0€30MaCHOCTH 0OBEKTA
JlaiiTe noHsATHE YSI3BUMOCTH 00BEKTA
JlaiiTe NOHATHE UCTOYHUKA YIPO3bI
JaiiTe MoHsTHE aTaku
0. Yto Takoe KOHPHUACHIIMATHHOCTh HHPOPMAITIH?
1. Yro Takoe 1eNIOCTHOCTh HHGOPMALIHH?

12.  Yro Takoe 10CTyMHOCTh HHPOPMALIIH ?

13. Kakas knmaccuukanys UCTOYHUKOB YTPO3 SIBIISIETCS OOIIETTPHU3HAHHOM?

14. Kakas xiaccudukanus ys3BUMOCTeN 00bEKTa 3aIIUTHI SBJISIETCS 00LENPU3HAHHON ?

15. Kakoii u3 npuBeIeHHbIX HCTOYHUKOB YTPO3 OTHOCUTCS K AaHTPOTIOT€HHBIM?

16. Kakoii u3 npuBeAEHHBIX HCTOYHUKOB YIPO3 OTHOCUTCS K TEXHOTCHHBIM?

17. Kakoli u3 npuBeIEHHBIX UCTOYHUKOB YTPO3 OTHOCUTCS K CTUXUMHBIM?

18. Kakoii u3 mepeunciIeHHbIX HCTOYHUKOB yIpO3 SBISIETCS] aHTPOTIOT€HHBIM BHEITHUM?

19. Kakoii u3 nepevnciIeHHbIX HCTOYHHKOB YIPO3 SBJISIETCS aHTPONIOTEHHBIM BHYTPEHHUM ?

20. Kaxoif U3 mepeYncIeHHBIX HCTOYHIKOB YIPO3 SIBISIETCS TEXHOTCHHBIM BHEITHAM ?

21. Kaxoif U3 epeYncICHHBIX HCTOYHIKOB YIPO3 SBJISIETCS TEXHOTCHHBIM BHYTPEHHUM?

22. UYTto0 Takoe MOJIeNh HapYIIUTENST HHPOPMAITMOHHOM Oe30macHOCTH?

23. Kaxoif U3 epeuncieHHbIX BUI0B HApYIIUTeNeH MHPOPMAMOHHOW 0€301TTaCHOCTH OTHOCHTCS
K BHYTPEHHUM?

24. Kakoil W3 TMEpEYUCIICHHBIX BHUIOB HapymuTeaed HWHOOPMAIMOHHOW O€30MacHOCTH He
OTHOCHTCS K BHYTPEHHUM?

25. Kakoif u3 nmepeyncieHHbIX BUAOB HApYIIUTENeH nHOOPMAITMOHHON 0€301aCHOCTH OTHOCUTCS
K BHEITHUM?

26. Kakoil W3 TMepedyHCICHHBIX BHUIOB HapymuTeaed HWHHOPMAIMOHHOW OE30MacHOCTH HE
OTHOCHUTCSI K BHEILIHUM?

27. Omnpenenute MOHATHE, CKPHITOE HA N300paKECHUHU.

28. Kakwue Tpu noHsATus coctasistot Tpuaxy KJIL?

29. Kakwue tpu nousatus pononusroT Tpuany K mo I'ekcanpr [Tapkepa?

30. UYTo u3 MNEpeyMCICHHOro SBISIETCS METOAOM KpunTorpaduyeckoro mnpeoOpa3oBaHUs
nHpopmarun?

31. UYTo M3 NEepedyuCICHHOIO HE SIBJIAETCS METOJOM KpUNTOrpaduueckoro mnpeodpazoBaHMs
nHdopmarun?

32. Kakoii U3 npeJcTaBIeHHbIX AITOPUTMOB OTHOCUTCSI K CUMMETPUYHBIM KpUnTocHucTeMam?

33. Kakoii u3 npeJcTaBiIeHHbIX aITOPUTMOB OTHOCHUTCS] K aCHMMETPUYHBIM KpUnTocucremam?

34. K xakomy TuIy mu(poB OTHOCUTCS MIM(PPOBAHUE C UCTIOIB30BAHUEM CKUTaIA?

35. K kakomy Tuny mu@poB oTHOCUTCS MU pOBaHUE C UCTOIb30BaHueM Hudpa Lezapsa?

36. K kakomy Tuny mu@poB OTHOCUTCS MU(POBAHKE C UCTIOIb30BAHUEM TUCKa AnbOepTu?

37. K kakomy Ty H(PPOB OTHOCUTCS MIU(POBAHUE C UCIIONIb30BaHUEM Tabuibl Brkenepa?

38. K kakomy Tunmy mu@poB OTHOCUTCS MMIU(POBAHHE C MCIOJB30BaHUEM IH(POBATBHOMN
MAIUHKU DHUTrMa?

39. K kakomy Tuny mudpoB oTHOCHUTCS MK poBaHKe ¢ Hcnoyib3oBanueM mudpa Triple DES?

40. K xakomy TUIly IIM(PPOB OTHOCUTCA MM (pOBaHUE ¢ UCTIONb30BaHUeM Hppa AES?

41. K xakomy THUIy IIM(PPOB OTHOCUTCS MIM(PPOBAHUE C UCTIOIb30BaHUEM HmH(pa RSA?

42. OmnpezaenuTte MO PUCYHKY CPEICTBO MM METOJ IIU(PPOBAHMSL.

43. K xakoMmy KJaccy airOpuTMOB ImuppoBaHus oOTHOCUTCS mudpoBanue Llezaps?

44, K xkakoMy Kiaccy airopuTMOB MHUGPOBaHUA OTHOCUTCS IMdpoBaHue TaOIMIIAMU
Buxunepa?
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45. K xakomy KJIacCy aJlrOPUTMOB MU(GPOBAHUS OTHOCUTCS K(ppoBaHue anroputMom DES?

46. K xakomy KJ1accy alrOpuTMOB IK(POBaHUS OTHOCHTCS MK ppoBanue anroputMom RSA?

47. OmnpenenuTe KJIacC CPEIACTB ayTCHTHU(PHUKAIIUHU TI0 U300paKECHHUIO.

48. Kakoe ©3 TEPEUYHCICHHBIX CPEACTB AayTCHTU(DHUKAIIUU OTHOCHTCS K  CPEJICTBaM,
0a3UPYIOMIMMCSI Ha YCIIOBHBIX, 3apaHee MPUCBANBACMBIX MTPU3HAKAX (CBEJCHUIX ), H3BECTHBIX CYOBEKTY?

49. Kakoe ©3 TIEPEUYHCICHHBIX CPEACTB AYTCHTH(HKAIIMM OTHOCHTCS K CPEICTBaM,
0a3upyrommuMcs Ha PU3UIECKUX CpeACcTBaX, ACUCTBYIONINX aHAIOTHYHO (PH3UIECKOMY KITFOTY?

50. Kakoe W3 TmMepeuHCICHHBIX CPEICTB ayTeHTU(UKAIMH OTHOCHUTCS K  CpPEICTBaM,
0a3UpPYIOIIMMCST HAa WHIUBUIYATbHBIX XapaKTEPUCTUKAX CyOBeKTa, ero (U3MYecKux JaHHBIX,
MTO3BOJISIFOIIMX BBIJICIUTE €r0 CPEI APYTHX JIHUIL?

51. Kaxkoe u3 nepevnciIeHHbIX CPEICTB ayTeHTU(UKAIIMH OTHOCHTCS K OMOMETpUYECKIM?

52. Kakoe 13 epeunciIeHHBIX CPEICTB ayTeHTU(UKAIIMKA HE OTHOCUTCS K OMOMETPUICCKAM?

53. Ompenenute MPUHININ OPraHU3ANWN pa3TPAaHUYCHHS JOCTYIA 1O €ro omucaHui. Kaxaomy
3aIUIIIAeMOMY JICMEHTY IPUCBAMBACTCS TIEPCOHAIBHAS YHUKAIbHAS METKA, TIOCIIE YeT0 JOCTYI K 3TOMY
AIIEMEHTY OyZeT pa3pelieH TOJBKO TOMY TOJIb30BATENI0, KOTOPHIA B CBOEM 3arpoce MPEAbSIBUT METKY
AIIEMEHTA, KOTOPYIO €My MOKET BBIJATh aJIMUHUCTPATOP WIIH BJIaJIeIel] JIeMEHTA.

54. Omnpenenute NPUHIIMI OPTaHW3AlMU pasTpaHUYCHHs] JIOCTyMa IO €ro omucaHuto. s
KQKJOTO 2JIEMEHTA 3aIHUIAEMbIX JTAHHBIX COCTABIIIETCS CIIMCOK BCEX TEX IOJL30BATENCH, KOTOPHIM
MPEOCTABIICHO MPABO JIOCTYIIA K COOTBETCTBYIOIIEMY JIEMEHTY.

55. Ompenenwte TNPUHIOWIN OPraHU3alMU  pa3rPaHUYCHHS JIOCTyIa IO €ro  OIMCAHHIO.
Hcrnostb3yroTesi Takue TOHATHSA, KaK «IOJDKHOCTBY M «KPYr JOJDKHOCTHBIX OOS3aHHOCTEH», HAOOPHI
KOTOPBIX JIOJDKHBI COOTBETCTBOBATH IEPEUHIO PA3IMYHBIX JIOJDKHOCTEH, CYIISCTBYIOIIUX HA
TIPETPHUSITHH.

56. Ormpenenute NTPHUHIMI OPTaHU3AMWHA PA3TPAHUYCHUS JIOCTyIa IO ero omucanuio. CTpokH
TaONMMITBI  COAEPXKAT HWIASCHTU(UKATOPHI  3apETHCTPUPOBAHHBIX TOJB30BATENCH, a CTONOUBI —
HUICHTH(HUKATOPHI 3aITUIIIAEMBIX JJIEMEHTOB JIAHHBIX, B TYCHKAX TAOTUIBI — TIOJTHOMOYHS.

57. Jlaiite monsaTue GpumbTpanuu Tpaduka.

58. JlaiiTe moHATHE MEKCETEBOTO dKpaHa.

59. JlaiiTe moHATHE MPOKCH-CEPBEpa.

60. JlaiiTe MOHATHE MOHUTOPHUHTA CETEBOTO TpaduKa.

61. JlaiiTe moHATHE CHUCTEMBI OOHAPYKEHUS BTOPKEHUIA.

62. Omnpenenute HazHaueHue ACL, mpruMEeHEHHOTO K YKa3aHHOMY HHTep(deicy MapuipyTuzaTopa
CETH.

63. JlaiiTe moHATHE TPOSITHCKOM MPOTPAMMBI.

64. JlaiiTe MOHATHE CETEBOTO YEPBSI.

65. JlaiiTe moHsATHE KOMIIBIOTEPHOMY BUPYCY.

66. JlaiiTe moHsATHE MPOTPAMMHOM 3aKIIaIKe.

67. JlaiiTe moHsaTue OOTHETY.

68. OmnpenenuTe BEpOSITHOCTH MOAOOpPa C MEPBOM MOMBITKH TMAposs JIMHOW K CHMBOJIOB
andasura A.

69. OmnpenenuTe BEPOATHOCTH MOA00pa ¢ N-i MOMBITKY MApOJIst AIHHOM K cMBOIIOB andasuta A.

70. OmnpenenuTe BEPOATHOCTH 1M0100Pa 3a N MOMBITOK MapoJis nHOH K ciMBoJIOB andasurta A.

71. Ompenenure BEPOATHOCTD 10100pa ¢ nmepBoii monsITku PIN-koma amuHOM K cuMBOJIOB.

72. Ompenenure BEPOATHOCTH 10100pa ¢ N-it momnbiTku PIN-koma aiuHOM K CHMBOJIOB.

73.  Ompenenure BEPOATHOCTH 10400pa 3a N momnbitok PIN-koma aauno# K cMBOIIOB.

74. Ompenenute BEpOATHOCTH MoAOOpa maposist JuHoM k cuMBosioB andasura A 3a Bpems T npu
BpEMEHH BBOJIa OJIHOM KOMOMHaImH t.

75. Ormpenenutre BpeMms MOJHOTO Mepebopa BceX BapHAHTOB Mapolii ATUHOW Kk CHUMBOJIOB
andasuta A pu BpeMeHHU BBOJIa 0JTHOM KoMOuHaIu 1.

76. Ckonbko wuHTep(heHCcOB HEOOXOAWMO [UIsl CO3JaHMS TOJHOCBS3HOM CTPYKTYpbl u3 N
KOMIIBIOTEPOB?

77. Uro Takoe agpecHoe MPOCTPaHCTBO?

78. g 4ero UCTHONB3YIOTCS MMPOTOKOJBI pa3pelIeHHs aapecoB?

79. Ompenenure THII apeca.



80. Yro Takoe meTpuka?

81. Yto Takoe Tabnuua KOMMyTauu?

82. UYto Takoe KOMMyTaI¥s KaHaJI0B?

83. Uto Takoe aedTarpaMMHBIN CIOCOO0 Meperaun NakeToB?

84. VYxaxwute cooTBeTcTBHE I ypoBHEH OSI.

85. Ckomnbko ypoBHei B mogenu OSI?

86. Kaxkwue 3aaun y npuKIagHOTO YPOBHS?

87. Kakwue 3a1aum y IpeCTaBUTEIILCKOTO YPOBHS?

88. Kakwue 3amaun y ceaHcoBOro ypoBHs?

89. Kakwue 3aaun y TpaHCIIOPTHOTO YPOBHSI?

90. Kakwue 3a1aun y CETeBOTO YpOBHs?

91. Kakwue 3amaun y GU3NIECKOTO YPOBHs?

92. ¥YcrpoiictBoM Kakoro ypoBHs Mojaenu OSI sBisiercss MmapmpyTu3aTop?
93. VYecrpoiictBom kakoro yposas Mojenu OSI sBisieTcss KoMMyTaTtop?
94. VcrpoiictBoMm kakoro ypoBHs Mojenu OSI siBisieTcst KOHIIEHTpaTop?
95. UYro Takoe unTepderic?

96. Yro Takoe MpOTOKOJ?

97. Yro Takoe CTEK MPOTOKOJIOB?

98. Kaxosa nenp paboter STP?

99. Kakumu crmoco6oM MOXKET COCTABIISATHCS TaOIUIAa MAPIIPYTH3AIUHN?
100. Yro Takoe cTaTHuecKas MapuIpyTH3aIus ?



